CC Tutorials

Register for two- Factor Authentication via mobile phone
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Install

About this app

Enable 2-step verification to protect your account from
hijacking.

Tools

Rate this app

Tell others what you think
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Write a review

Download Google Authenticator

App from Play Store

Set up your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble, go
tog.co/2sv

@ ScanaQRcode

Enterasetup key

Import existing accounts?

Now close the App
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Open the app

> @ ssoiitb.ac.in/login

Computer Center
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Sign in with LDAP

Username

Password

|| Remember me on this device

Enter the text in the image

Open web browser and
log on to sso.iitb.ac.in

6.

Stronger security with
Google Authenticator

Get verification codes for all your
accounts using 2-Step Verification

Click on ‘Get started’
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\i\ Remember me on this device
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or enter on your smartphone - 849-324

Login using LDAP ID
and Password
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Active Sessions

e Just now [ N
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Admin Interface

Click on ‘Manage
Accounts’
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O @ sso.itb.ac.in/settings
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Two-Factor Authentication
Manage additional security for your account

Access Tokens

Tokens let you automate authorization

Configure

Manage LDAP account

Change password and personal details

Open CAMP

Connected Applications
Revoke offline access to your account

Manage

Click on ‘Configure’
under Two-Factor

Authentication
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8 @ sso.iitb.ac.in/settings/totp
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Verify your password

Signed in as _

SSWOI

Continue
Cancel
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Verify your password

Cancel
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Time-based OTP

You do not have any device regi:

Register
N
Hardware Authentication

Register trusted devices ecurity keys

You need a registered TOTP device to use this feature

Click on ‘Register’
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2FA Registration

Scan the QR code below in your Authenticator app,
(e.g. Google Authenticator) and enter the current OTP
If you are registering u
scanning the QR code, cli
the Authenticator app, wi
OTP.

hich will take you to
hen show you the

RL6X EDHC JCJ3 CAOW U5YS 6JX7 N463 HP6N

fotP

2FA requires you to use an authenticator app on a
smartphone or a USB hardware token to login from a
device for the first time

e Install an authenticator app (e.g. Google
Authenticator) on your smartphone from the App
Store on your phone

Type your LDAP
password

Click on continue Click on ‘here’
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Set up your first account

Use the QR code or setup key in your 2FA settings (by ]_ 5 ° ‘
Google or third-party service). If you're having trouble, go

tog.co/2sv

[®] ScanaQRcode

Enter asetup key

A Save key for
IITB SSO:

Stronger security with
Google Authenticator

CANCEL ‘

Get verification codes for all your
accounts using 2-Step Verification

Get started

Import existing accounts?

You might get ‘Get Click on back Click on ‘OK’
Started’ message again
click on it
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IITB SSO( Scan the QR code below in your Authenticator app,

(e.g. Google Authenticator) and enter the current OTP
If you are registering using your phone, instead of
scanning the QR code, click here which will take you to
the Authenticator app, which will then show you the
OTP.

Time-based OTP

You have one or more devices registered

Hardware Authentication

Register trusted devi curity keys
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2FA requires you to use an authenticator app on a
smartphone or a USB hardware token to login from a
device for the first time

« Install an authenticator app (e.g. Google
Authenticator) on your smartphone from the App
Store on your phone

* Register SSO in the app - scan the QR code shown
here using the app, and then enter the OTP that it
displays

* You will have to open the app and enter the OTP
that it displays along with your password every time

Secret saved

Account update successful

You can now see your Type your OTP, and You. have successfully
OTP, so go back to web click on continue registered
browser



